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a) Objectives:

Sound consumer care and business decisions are based on timely, relevant and concise
information. The objective of this plan is to establish and maintain a cohesive, agency
wide IT system that will support Sunshine Village’s strategic objectives, achieve an
efficient utilization of resources, and give the Board of Directors, Management, Staff,
Funding Agencies, the Consumers and their families, and the general public relevant and
accurate information so that all parties can make the best decisions possible with the most
accurate information available.

b) The Information System Needs of Sunshine Village:

Accurate and current consumer personal, behavioral, and medical information so that
management and staff have reliable data available to base their consumer care decisions.
Accurate and current consumer personal and insurance information so that the Sunshine
Village could provide required financial information and bill the funding agencies for the
services provided.

Accurate and current financial and management information so that the Board of
Directors and Management could make financial and investment decisions and provide
required financial reports to the funding agencies

Relevant, accurate and well-presented information about Sunshine Village to the
consumers, their families and general public.

A reliable inter-office communication system

¢) Management Information Infrastructure:

Sunshine Village has six sites, Litwin Lane, Chicopee, West Springfield, Holyoke, Three
Rivers, Westfield and Westover. Litwin has the administrative offices and consumer
employment and day habilitation facilities. Westover has a consumer employment
facility and all the other are consumer day habilitation facilities

Because of the geographical locations, the Information system architecture has been
designed to be flexible and connected by internet.

Litwin Lane



All the data is saved on two networked servers which are backed up daily. The
Financial Information Systems including the Accounting software are operated on
a Windows 2000 Server, and all files are saved on a Novell Server. Both are
protected by uninterrupted power supplies.

All Other Sites:

All the sites other than Litwin have between 5 and 10 computers and are peer to
peer networked; connected to the internet to access email and Oracle Client Data
Software. All the machines are protected by MacAfee Antivirus.

All the files are saved on the local machines and backed up on USB or
portable drives daily. As of April 1, 2008 these portable drives will be copied
every Friday on another portable hard drive and sent to Litwin Lane for
safekeeping. The individual machines will also be backed up on the USB
thumb drives by the user.

Staring July 1, 2008, the Sites will be linked to a file server at Litwin Lane
and data backed up directly on a weekly basis.

Connectivity

All Management Staff, Case Managers and Nurses are assigned Individual
computers and corporate email accounts and have access to the internet. Oracle,
the primary agency-wide consumer database is on the internet with industry
standard Secure Sockets Layer (SSL) security with individual passwords assigned
for each staff member.

Portable Computing

The Nursing staff and some of the clinical staff are assigned Laptop commuters to
work effectively at multiple sites. These laptops have secure industry standard
encrypted partitions where the data is placed. If the laptops are stolen or lost, data,
would be unrecoverable. The data is also backed up on encrypted USB drives by
the staff member and uploaded periodically to a secure stationary workstation.

d) Computer Operating Systems:

SUNSHINE VILLAGE uses industry standard business software and hardware. The data
servers run Novell and Windows S000 Server multi-license operating systems with
Backup Exec data protection software. These servers are protected by uninterruptible
power supplies.



For the workstations, the Microsoft Windows XP Operating system is used. Some of the
newer machines will use Microsoft Vista

Software Applications:

Sunshine Village always uses legal licensed and wherever necessary, HIPPA and
other statutory compliant software.

General Applications:

Sunshine Village uses the Microsoft Office Suite for its general business
applications like word processing, spreadsheets, presentations and databases. The
staff are periodically sent for training on these applications by in house staff and
when necessary to outside training centers.

Specialized Applications:

Sunshine Village uses MIP Fund Accounting for financial management, payroll
and reporting functions. This software runs on a network Windows 2000 server
and is available to all fiscal staff and the executive Director and the Director of
Human Resources.

The agency uses MIP Fundraising to manage and record fundraising activities.

All consumer information is managed by the Oracle Database. This is a web
based database and is accessible by all the sites. It is protected by industry
standard encryption. It has been designed by the staff and programmed by a local
vendor. The design is extremely flexible and is constantly changed and upgraded
according to the needs of the agency.

The Agency uses ETS software designed by a local vendor to track and manage
and report consumer employment information.

The agency also uses various other industry standard applications for reporting,
presentation, and for consumer use.

e) Continuity and Disaster Contingency Planning:

Sunshine Village has extensive plans and systems to cover any situations arising from
electronic data loss; and to and for the Information Systems to be back in operation with
minimal data loss within 48 hours. The management staff from Litwin and the other sites
are continuously trained on these plans.



All relevant staff are also informed about the importance of not loading any unauthorized
software or downloading any unauthorized files.

All the machines in the agency are protected by MacAfee/Norton/Trend micro antivirus
and firewall software, which haven programmed to download updates automatically.
Regular virus and spy ware scans are scheduled on all computers to run at least twice a
week.

Litwin Lane

All the data is saved on two networked servers which are backed up daily. The
Financial Information Systems including the Accounting software are operated on
a Windows 2000 Server, and all files are saved on a Novell Server. Both are
protected by uninterrupted power supplies.

Both are backed up daily by two rotating color coded sets of 5 tapes, one for
each day of the week. The set of tapes which are used for the week are brought in
on a daily basis and the completed tapes is taken are taken off site every evening
by one staff member. Another staff member keeps the other set of tapes off site
till the following week when it would be their turn to bring in the set daily. Thus a
backup set for each machine is always maintained offsite by one staff member
and the four of the tapes for each day is kept off site by the other staff member.

In addition, both the data in the Novell and MIP servers are backed up daily on
networked drives based situated in the CFQO’s office.

As of April 1, 2008, a monthly backup of both MIP and NOVELL Machines are
stored in the bank Vault at Chicopee Savings Bank along with the Server disks
and documentation.

In case of server or machine or software failure, DELL or Whalley Computers
will be called in for tech support.

f) Electronic Communication:

All management staff, case managers and clinical staff are assigned individual email
accounts and have access to the internet. The internet access and email accounts are to be
used for agency business only.

The Sunshine Village has a website, www.sunshine.us. This website is primarily for
informational purposes for the consumers, their families and guardians, local businesses
and the general public. There is a password protected sub-site which has all the company
policy and operational manuals online for the use of the staff.

g) Polices on Usage of Agency Equipment and IT resources:



Sunshine Village equipment, including computer hardware and software are valuable
assets. They must be used for Sunshine Village business only. Staff may not copy or use
Sunshine Village purchased/leased software contrary to the interests of the organization
or for purposes other than the business reason for the purchase or lease. Employees may
not use e-mail for personal, non-business-related use.

Sunshine Village may access any staff computer, e-mail, stored E-mail information files,
or Voice-mail to better serve the needs of the Agency or to make certain that they are
being used properly and in compliance with this policy. E-mail, Voice-mail, as all
computer imputed data, are considered Company files and not the property of any
individual. The use of a password is to control access to company equipment and is not
intended to create a right or expectation of privacy. A password must be registered with
the systems manager of Sunshine Village, and must be provided to the supervisor.

No Agency property- including computers - may be used for unlawful purposes; or to
offend, harass, abuse, or otherwise communicate offensive, unlawful, or inappropriate
messages or messages in violation of Sunshine Village’s policy prohibiting harassment,
including sexual harassment. Nor may they be used to access material unrelated to the
performance of the business of the Agency. Employees should be aware that E-
mail/\VVoice-mail messages could be retrieved and even subpoenaed for litigation and
government compliance investigations. Stored information and E-mail/\Voice-mail
messages may not be deleted or destroyed if the subject of or relevant to a claim of
litigation.

Violation of this policy will subject the employee to discipline.
h) Security, Privacy and Confidentiality:
Computer and e-mail security:

All staff with access to consumer, financial or any other agency related
information are expected to treat the information with the highest level of
confidentiality. Staff with electronic access to the information are assigned
passwords and are expected to treat them with extreme care. If any password is
lost or is suspected of being compromised, they are required to inform their
supervisors immediately. Upon notification, the CFO will (instruct the systems
manager to) issue a new password to the staff and the old one will be deleted.
In the event that an employee with these types of access leaves the agency, the
systems manager will be immediately informed; and the password- protected
accounts will be deleted or changed so that the person no longer has access to the
agency’s protected information.

All staff members with access to client records are required to sign the HIPPA
confidentiality agreement and are expected to adhere to agency policies at all
times.



1) Staff Training:
All staff required to utilize specialized company applications, like the Financial
Reporting system and the Consumer Databases, are trained on them upon hire and are
periodically retrained on them as the necessity arises.

The agency has a Consumer Computer Training Lab, when available is used to train staff
on general business applications like Microsoft Word and Excel to help improve the staff
productivity.

J) Consumer Access to Computers:
Sunshine Village is committed to helping the consumers help grow to extent that they are
able to perform a wide range of tasks contributing to their own well-being and delivering
important services to dozens of businesses throughout the region. Where appropriate,
computer training is used as an educational tool to train the consumers. A computer lab
has been set up at Litwin Lane for this purpose and at the other offices; dedicated
computers are used for training.



